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Abstract: Information relating to the failure of the update to the firmware of an 
electronic product is automatically provided to a provider of the update to enable the 
provider to improve firmware quality. 
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This disclosure relates to the field of computer firmware. 
 
A technique is disclosed that provides a mechanism for a user to provide feedback on the 
execution of a firmware update. 
 
Many electronic products include firmware that is executed by a processor of the product.  
Such firmware may be quite large and complex.  Defects in the firmware may be 
identified and fixed, and/or the firmware may be enhanced to provide the product with 
new features and capabilities.  In many cases, electronic products have the capability to 
receive updated firmware in electronic form and install the updated firmware in the 
product in place of or in addition to the previously existing firmware.  The firmware may 
be provided by a service to the end user for installation, or directly to the product itself. 
 
Currently the status of the firmware update process (including, but not limited to, whether 
the update succeeded or failed) cannot be fed back from the product, or the end user, to 
the source or service of the firmware update.  If the provider of the firmware update is not 
made aware of installation problems or failures, the provider may not discover the need 
for correction on its own, and/or the functionality, security, or other characteristics of the 
product or the end user may be compromised. 
 
According to the present disclosure, a technique for automatically providing feedback on 
the firmware update status to a data server operates in the following manner: 
 
1) The firmware update process is initiated.  This can be done by the end user of the 
electronic product, or in some cases can be automatically initiated by the product in 
response to an instruction received from the update service, such as notification of the 
availability of a new firmware update. 
 
2) The new firmware configuration is received from the service and saved. 
 
3) The firmware of the product is updated to the received firmware. 
 
4) After the firmware has been updated, the updated firmware is compared to the saved 
copy of the received firmware. 
 
5) If the updated and the saved firmware do not match, the update status is provided to 
the server indicating the existence and/or the nature of the failure. 
 
In some cases, the electronic product itself receives and saves the new firmware, 
performs the comparison, and provides the update status in case of failure.  In other cases, 
such as configurations in which the electronic product does not have network access 
capability, a computer coupled to the electronic product may perform these operations. 
 
The disclosed technique advantageously enables a service provided by the product 
vendor, or other firmware update provider, to collect failure data from a variety of 
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different installations of an electronic product.  The service can analyze this data to 
identify the type and frequency of failures and make corrections to the firmware in order 
to improve firmware quality.  The user can be assured that firmware updates completed 
successfully, and in the case of failures will benefit by subsequently receiving revised 
firmware that will update successfully. 
 
Disclosed by Reily Chang, Nicholas Feng, Tom Hung, and Harry Chang, HPInc. 
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